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(54) METHOD AND DEVICE FOR PROTECTING COPYRIGHT 

C57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the data from being improperly copied by adding to the digital data copy control 
information, discriminative information, etc., of ciphering algorithm. 

SOLUTION: The digital data error corrected by an error correction circuit 205 are inputted to a data format means 206. and a 
header for protecting copyright is added to the top of the data. The header is constituted of ciphering start information,' a 
ciphering key, a unit of ciphering, the copy control information showing the information on whether or not the copy of the data is 
allowed and the discriminative information of the used ciphering algorithm. The ciphering key is a random number information 
generated by a key delivery means 210. and the header itself contains also another random number information, shared with 
procedure by a Diffy-Helman type key delivery system as key information. The inproper copy of the data is prevented since the 
data added with the header are ciphering processed when the copy is not allowed. 
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